
Manage your PCI compliance and data security 
task list with TrustKeeper’s PCI Manager. With 
the industry’s only To Do List On-demand, Web-
based PCI and security tool, that simplifies the 
complexity of PCI and shortens your time to 
achieve compliance validation. 

TrustKeeper PCI Manager: PCI Made Easy
Trustwave’s TrustKeeper PCI Manager provides PCI compliance 
validation services for merchants of all sizes, helping even 
the smallest merchants achieve and maintain compliance. 
TrustKeeper PCI Manager features the industry’s first To Do 
List, to help you accelerate and track their security efforts. The 
experience using TrustKeeper PCI Manager experience is simple 
and efficient, designed for merchants with varying levels of IT 
experience. 

The Small Merchant Challenge  
Small merchants are focused on running their businesses: 
customer service, product delivery and day-to-day operations. 
Often, these small businesses have few if any IT resources, and 
as business owners, are not solely focused on data security 
or IT needs. There is also often a lack of awareness of data 
breach threats – what they are and how they occur. At the same 
time, statistics show small businesses are at the greatest risk of 
payment card compromise. 

Trustwave’s own forensics reports show that small retailers, 
brick and mortar retailers and specific POS systems designed 
for small business are the most often breached. The risk of the 
small merchant is real. Data security and compliance are the best 
way to combat this threat – but the process is often complex and 
technical. 

Facilitate compliance with TrustKeeper PCI 
Manager
TrustKeeper PCI Manager simplifies the process for small 
merchants, by presenting a pathway that’s customized to each 
merchant’s unique business. 

The features of this new and easy-to-use version of TrustKeeper 
PCI Manager include:

PCI Wizard and To Do List
Trustwave’s intelligent PCI Wizard helps simplify the process, 
walking merchants step-by-step through the process for certifying 
PCI DSS compliance. The To Do List, the first of its kind in the 
industry, clearly and simply tracks the areas that need action by 
the merchant as they complete each area of self-assessment. 
This process makes it easy for merchants to both understand 
what needs to be addressed, how they can find the solution, and 
an easy check-off process once the task is complete. 

Get to Green
Take advantage of our new To Do List 
feature. When you choose the PCI Wizard, 
you’ll see the new To Do List on the right 
hand side of the screen, to help track your 
open compliance tasks and achieve PCI 
certification.
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Compliance Jumpstart and Ongoing 
Monitoring with TrustKeeper Agent 
Included with TrustKeeper PCI Manager is access to the 
TrustKeeper Agent, Trustwave’s powerful compliance monitoring 
and data discovery tool. With an easy two-minute download, 
TrustKeeper Agent jumpstarts a merchant’s compliance efforts, 
and monitors compliance over time. Once installed, the Agent 
acts as a “beaconing” device—sending back information on the 
system on which it is installed. 

The Agent provides several benefits once installed, such as 
effortless scanning of remote locations that use dynamic IP 
addresses. The Agent can help detect the storage of prohibited 
data, such as payment card track or PAN data, on any machine 
on which the Agent is installed. The Agent provides ongoing 
compliance monitoring by continually analyzing the security 
configurations of those machines, ensuring the machines are in 
accordance with compliance requirements.

Online Education 
Throughout the boarding process, merchants are provided with 
access to on-demand help text and tutorials. These self-guided, 
easy-to-understand tools break down each step toward achieving 
compliance with TrustKeeper. Some of the tools available 
include: 

•	 Security Awareness Training – Online Modules available for 
a variety of businesses and employee roles 

•	 PCI Assistant – Online guided tutorial, self-directed 
according to which modules are most important to you 

•	 Online FAQ – Offers the answers to common questions and 
concerns 

Security Policy Advisor 
All users have access to Trustwave’s Security Policy Advisor, 
a set of templates and guides to help merchants develop their 
own set of documented data security policies and procedures. 
Merchants need to have and implement processes and 
documentation, and the Security Policy Advisor helps merchants 
certify with specific PCI requirements. 

Vulnerability Scan Management 
For merchants required to perform scanning of their card-
processing environment, TrustKeeper’s proprietary scanning 
engine becomes an integral component of the compliance 
process. This scanning engine tests for more than 6,000 
network operating system and application vulnerabilities, 
(including enhanced checks for SQL injection and cross-site 
scripting vulnerabilities), and supports both internal and external 
vulnerability scanning. Merchants can use TrustKeeper Agent to 
jump start this process. 

Trusted Commerce and Certification 
Once certified in TrustKeeper, merchants can display the Trusted 
Commerce site seal on their e-commerce or marketing Web site 
to assure their customers of the security of their operations. A 
printable PDF Certificate of Compliance is also available within 
TrustKeeper for merchants to print and display, or share with their 
sponsor bank. 

Security Solutions
Step up to security, with the TrustKeeper Kiosk – this unique 
feature of TrustKeeper provides merchants access to the 
solutions they need when they are addressing specific 
compliance needs within PCI Manager. 

For more information: https://www.trustwave.com
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“I’ve tried to become compliant 
before. This time, TrustKeeper made 
all the difference.””

- e-commerce retailer     


